
Electronic signature

Signed by

Toft, Aksel

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

18.11.2022 09.33.28
Date of birth

1956-04-09
Signature method

Norwegian BankID

This document is signed electronically.
The electronic signature is legally binding. This page is added to provide basic information about the electronic signature(s), and
the signed document can be read on the following page(s). Attached is also a PDF with more detailed information about the
electronic signature(s), and also an XML file with the contents of the signature(s). The attachments can be used to verify the
electronic signature(s) if needed.























 
   
     
       Byggesøknad
       e927839b-4aa3-491a-a3a3-af5100873057
       c6736c35-5634-42f6-8906-71af5e81f223_091212
       2022-11-18T08:33:28.900204Z
       application/pdf
       NO
       OA6lujKZFgLAtWFYtE/hVZQ+8wbL4pT4gESLjb9mGC4=
    
  
   
     
       
         
           BankID Mobile TransactionReference:vfF0AEUgKjjstSi72uDsWRvbFNo=
           5.5.7
        
         
           BankID mobile
           Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/19.0 Chrome/102.0.5005.125 Mobile Safari/537.36
           Android 10
           151.237.131.100
           BankID mobile
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           191.235.161.78,191.235.161.110,191.235.161.117,191.235.161.5,40.112.95.12,40.112.90.157,40.112.95.72,40.112.89.61,52.178.134.249
           6.0.11
           RD28187894CFC7
        
      
       
         
           Toft, Aksel
           2022-11-18T08:33:28.9493483Z
           
             CN=BankID - Bankenes ID-tjeneste AS - Bank CA 3,OU=988477052,O=Bankenes ID-tjeneste AS,C=NO
             CN=Toft\, Aksel,O=BankID - Bankenes ID-tjeneste AS,C=NO,serialNumber=9578-5993-4-1644469
             Aug 14 02:17:21 2022 GMT
             Aug 14 02:17:21 2024 GMT
             2.16.578.1.16.1.12.2.1
             5548225
          
           9578-5993-4-1644469
           1956-04-09
           
             Norwegian BankID
             BankID Mobile
             
               
            
          
           no.bankid.seidsdo
        
      
       
         
           document-created
           2022-11-18T08:12:13.0948853Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             20.82.221.60
             pb226a5e72c264f788cf094e46c2cbb4b
          
        
         
           link-clicked
           2022-11-18T08:32:24.1165617Z
           
             User clicked link sent in Email to: a-tof@online.no
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/19.0 Chrome/102.0.5005.125 Mobile Safari/537.36
             151.237.131.100
             238b9912-e88b-4fa5-acd4-af5100873119
             pkisignature
             off
          
        
         
           download-document-e927839b-4aa3-491a-a3a3-af5100873057
           2022-11-18T08:32:30.5379985Z
           
             OA6lujKZFgLAtWFYtE/hVZQ+8wbL4pT4gESLjb9mGC4=
             Byggesøknad
             e927839b-4aa3-491a-a3a3-af5100873057
             User downloaded document
             151.237.131.100
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/19.0 Chrome/102.0.5005.125 Mobile Safari/537.36
          
        
         
           initsign-operation
           2022-11-18T08:33:02.877303Z
           
             NORGESHUS AS
             The BankID client sent an initSign request which was received, and a response was sent back to the client. The data that was to be signed was sent in the response along with the merchant certificate.
             False
          
        
         
           initsign-operation-prepare reference
           2022-11-18T08:33:02.9618918Z
           
             application/pdf
             OA6lujKZFgLAtWFYtE/hVZQ+8wbL4pT4gESLjb9mGC4=
             Jeg har lest dokumentet med ref {merchantRef} og signerer det. Sjekksum:{hash}
          
        
         
           initsign-operation-add-document-to-sign
           2022-11-18T08:33:02.9620806Z
           
             text/plain
             GTeW3hV2OLNPypugwsl4+YJr/qxMeHPYsktmcJVj9Bc=
             Byggesøknad
          
        
         
           created-sdo
           2022-11-18T08:33:28.6386904Z
           
             Created the SEID SDO using the BankID server
             Toft, Aksel
          
        
         
           seal-sdo
           2022-11-18T08:33:28.662632Z
           
             SIGNICAT AS
             Sealed the SEID SDO after the last signer has signed
          
        
         
           sdo-validate
           2022-11-18T08:33:28.6843994Z
           
             SDO is validated using BankID BID_DynamicSDOValidate. Validated to have: 1 signatures and that the SDO is sealed.
          
        
         
           embedding-reference-sign-metadata
           2022-11-18T08:33:28.7893385Z
           
             application/pdf
             OA6lujKZFgLAtWFYtE/hVZQ+8wbL4pT4gESLjb9mGC4=
             Added referenced sign metadata to SDO
          
        
         
           verifysign-operation-complete
           2022-11-18T08:33:28.9056792Z
           
             CN=SIGNICAT AS,serialNumber=989584022,O=SIGNICAT AS,C=NO
             CN=Toft\, Aksel,O=BankID - Bankenes ID-tjeneste AS,C=NO,serialNumber=9578-5993-4-1644469
             The BankID client sent a verifySign request which was received, and a response was sent back to the client. The verification of the end-user signature by using the BankID server was sent in response.
          
        
      
    
  
   
     
       
         no.bankid.seidsdo
         no.bankid
         
         Base64 encoded string
      
    
  





Signature details
Following is an overview of the electronic signature. The attachment ElektroniskSignatur.xml contains the complete electronic
signature.


Document


Title: Byggesøknad


Reference:c6736c35-5634-42f6-8906-71af5e81f223_091212


Electronic Signatures:


Name Toft, Aksel


Platform Norwegian BankID


Date of birth 1956-04-09


Unique ID 9578-5993-4-1644469


Time stamp 18.11.2022 09.33.28


Certificate issuer
CN=BankID - Bankenes ID-tjeneste AS - Bank CA 3,OU=988477052,O=Bankenes ID-tjeneste


AS,C=NO


Certificate valid from Aug 14 02:17:21 2022 GMT


Certificate valid to Aug 14 02:17:21 2024 GMT


Certificate PolicyOid 2.16.578.1.16.1.12.2.1







Concepts and Abbreviations


SEID-SDO
The SEID SDO is a XML based data package designed to act as a self-contained validation of one or more digital signatures on one
or more documents. The reason for this format is to be able to confirm non-repudiation and integrity of the signed document
independent of time.


PAdES (PDF Advanced Electronic Signatures)
The PAdES file is a PDF compliant with the PAdES standard, which means that anyone with a regular PDF reader can see what was
signed, by whom, and how it was signed. Evidence of every completed signature is embedded within the PAdES, which enables
evidence to be unfolded in case of a dispute. The PAdES standard is published by ETSI.


BankID (NO)
BankID is an electronic credential for secure identification and signing on the web. Instead of ballpoint pen, passport and paper,
you can use regular BankID with code unit or app or BankID on mobile.


Buypass
Buypass offers electronic identification, electronic signature and payment solutions. Buypass is the only provider of international
approved SSL certificates in Norway. Buypass is partially owned by the Norwegian government through the Ministry of Culture.
(https://www.regjeringen.no/en/dep/kud/id545/)
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