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1. INTRODUCTION

The Intrum information security requirements for suppliers ("Intram ISRS") address information security
requirements related to data and information, inclusive personal data, being accessed, transferred or in other way
leaving Intrum internally controlled environments to suppliers, such as for outsourcing activities and external cloud
services based on risk assessments and regulative requirements.

The Intrum ISRS are based on regulatory and contractual requirements, risk assessments and appropriate best
practices. The Intrum ISRS also include the technical conirols for secure data processing of personal data as
regulated in the GDPR.

The Intrum ISRS address processes, procedures and controls that Intrum require the supplier to implement and
adhere to as part of the agreement between Intrum and the supplier.

The supplier shall in addition fo the Intrum ISRS adhere to any specific security processes or activities specified in
the agreement between Intrum and the supplier.

The purpose of the Intrum ISRS is:
® to provide the suppliets of Intrum a baseline and set of mandatory controls for the purpose of securing I'T
and information assets
* (o protect Intrum’s information assets from threats to the confidentiality, integrity and accessibility of data,
whether internal or external, deliberate ot accidental
®  to encourage consistent and professional use of information

® o enable secure information shating

2. SCOPE

The Intrum ISRS apply for all suppliers providing services to Intrum and its subsidiaries (heremnafrer called "Intrum")
who have full, partial or temporary access to Intrum’s information assets, information systems, networks and/or
physical environments, included assets that are maintained by a local or Intrum unit as well as assets maintained by
third patty suppliers. The Intrum ISRS is intended used as an appendix for supplier agreements, data processing
agreements, or as patt of other services or situation where requirements on security is nesessary, The supplier will
annually update the controls to match the risk as identified by the supplier.

3. INFORMATION SECURITY MANAGEMENT (ISMS)

The supplier shall have a documented Information Security Management System (ISMS) aligned with 1SO27001, ora
set of policies to that effect, and the supplier shall upon request and reasonable advance notice, provide
documentation thereof. Such documentation shall comprise clear statements of the policy, objective and scope of its
ISMS, and the procedures and controls in support thereof. The supplier shall actively seek to make any renewed

versions available upon any significant revision or change of the above mentioned documents.

The supplier shall have a Code of Practice for Information Security Management which 1s modelled after ISO
27002:2013, 27011:2008 and 27018:2014 (or subsequent version) standard and controls.
The supplier has a duty to:

®  Safeguard hardware, software and information in their care

*  Report on any suspected or actual breaches in information security

¢ Follow the mandatory instructions from Intrum ISRS

¢ Ensure the confidentiality, integrity and availability of information, consistent with legal and

management requirements and obligations

*  Ensure that their staff is aware of their information secutity responsibilities

®*  Ensute that their staff has had suitable information security training

®  Regularly review the access of their employees to ensure that they match their role and responsibilities
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Any supplier providing services or assistance to Intrum shall comply with the following baseline
requirements, and any additional requirements which may be considered to be of best practice to services

being provided, if the requitements are applicable to the services or assistance being provided:

4. ORGANISATION OF INFORMATION SECURITY

The supplier shall appoint a named Security Manager for Intrum, for dealing with security issues. The
Security Manager shall have sufficient authority to handle any operational and tactical level security
issues, to be responsible for security reporting and to make decisions on behalf of the supplier on these
matters.

The Security Manager may appoint a Security Contact for the day-to-day handling of operational and
tactical level security issues, as well as reporting, towards Intrum, provided that the Security Contact is
also given equal authority to handle any foreseeable operational and tactical level security issues and
to make decisions on behalf of the supplier on these matters. Upon Intrum's request and reasonable
advance notice, the supplier shall partake in a Security meeting.

The supplier shall ensure, by entering into written agreements with any and all subcontractors utilised
for the production, transmission or storage of services or deliverables to Intrum, or for the supplier's
operations and infrastructure insofar as it is utilised for, or in conjunction with, the production,
transmission or storage of services or deliverables to Intrum, or could conceivably affect the security
of said services or deliverables, or Intrum’s information or other assets, that all information security
requirements and obligations, to the extent relevant for the supplier’s ability to ensure its compliance
therewith, equally upheld by the subcontractors.

5. INFORMATION SECURITY RISK MANAGEMENT

The supplier shall follow up and oversee that information security requirements are effective (in place) and efficient
(works as intended). This responsibility covers both organizational and technical measures, and therefore also

includes the I'T" secunity requirements.

Data and information which is collected, analysed, stored, communicated and reported upon may be subject to theft,
misuse, loss ot corruption. Data and information may be put at risk by poor education and training, misuse, and the
breach of security controls.

The supplier must undertake risk assessments to identify, quantify, and prioritise risks. Controls must be selected and

implemented to mitigate the nisks identified.
6. INFORMATION SECURITY INCIDENT MANAGEMENT

The supplier shall use a formal Incident management system. The purpose of information security Incident
management is to identify, respond to Incidents and to restore normal status of information/TT Systems, minimizing
the adverse impact and reduce the risk of similar Inadents occurring.

Information securty Incident management shall include Incident management and Problem management.

An incident is a disturbance to an IT system or another event leading to the actual outcome(s) of 4 business process
to differ from the expected outcome(s). It also comprises incorrect confignrations that have not yet affected a
business process.

The supplier shall have policies to manage incidents arising in the services provided.

Incidents shall be recorded in an incident handling system and categorised depending on the impact and urgency also
losses that have arisen in conjunction with the incident shall be documented. There shall be procedures in place to

ensure that this information is correct. Reported incidents shall be investigated and diagnosed to assess how the
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incidents best are resolved. Solution or workarounds and other relevant information about the incident handling
shall be documented before the incident record is closed.
The supplier shall haye an incident manages for handling of incidents regarding services provided in a timely manner.
Incident management routines shall be coordinated with change management to secure that change procedutes are
not circumvented. Should an incident exceed pre-set thresholds or severity level it shall be escalated according to the
suppher's escalation routines. Incidents classified as major and also threaten the availability of critical business
systems, shall be reported to as described below.
For technical IT security related incidents, which can compromise the security in infrastructure and production
systems, the supplier shall have documented IT security Incident management process. This process shall be
connected to procedutes for forensic investigations.
The supplier shall report any significant security incidents, which affects the services without undue delay after the
incident was first discovered, This also includes security incidents at sub-contractors.
Examples of security incidents that must be reported include:

e intrusion in an IT System

e  spreading of adverse program in the supplier/sub-contractor network

®  denial of service attacks

®  unavailability affecting the services

® other disruptions in data communication affecting the services

e Jeakage of data

A problem is an undiagnosed root cause of one or more Incidents. Problem management shall be considered for all
severe Incidents or Incidents with high resource consumption in order to produce corrective or preferably
preventative solutions. The supplier shall have a manager responsible for a problem management process and shall
report according to the supplier's procedures the status of open problems on a regular basis.

Problems shall be recorded in a searchable log containing actions taken duting the solution. This shall include a
description of workarounds until a permanent solution has been implemented. Before closing a problem, the

reporter of the Incident shall confirm that it has been solved. The reporter can also be Intrum.
7. DATA OWNERSHIP AND DATA CLASSIFICATION

A data classification scheme applies, based on the criticality and sensitivity of the data. This classification determines

how data should be handled, the level of secunty that applies to the data and applicable security controls:
A.  Public Information: Information specifically intended for publication

B. Internal Information: General information only if not containing items from Classificaion C or
Classification D.

C. Confidential Information: Client Data, Customer/Debtor Data

D. Restrcted Information: Personnel Files, Share Price Sensitive Information, Security Dara. Restricted
information should be available only to as few people in the organization as possible.

8. DATA RETENTION

Data retention shall be based on instructions made by Intrum, if not specified in agreement, data processing
agreement ete. agreed between Intrum and the suppliet.

9. ACCEPTABLE USE, SECURITY EDUCATION AND TRAINING

The supplier is responsible for its personnel and their actions, and shall have a process for ensuring that personnel
wortking with the Intrum’s assets are who they claim to be, 1.e. conduct an independent verification of identity upon
hiring and that the personell are qualified for the job, has good ethics and high personal integrity. The Supplier shall
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upon Intrum’s request and reasonable advance notice, make available documentation of the supplier’s personnel

screening process.

The supplier is responsible for imposing obligations and requirements on any and all employees and other persons
(together "personnel") performing tasks and activites with regard to Intrum by ensuting that they are known to,

understands and comply to the Intrum ISRS.

All employees shall be imposed to exercise good judgment in accordance with policies, standards, and
guidelines, and the obligation on the employees shall at minmum cover the following:

1. Control of assets and information: All personnel must always store information on devices and equipment
that is within the control of the supplier ot as approved by the supplier. Storage of Intrum information on
private or non-Intrum controlled or non-supplier controlled environments, including devices and cloud
services maintained by a third party with whom Intrum does not have a contractual agreement, is
prohibited.

2. Confidentiality, data protection, and ptotection of third parties: When hired or engaged, the employees shall
receive a confidentiality agreement to be signed, as part of the employment contract. Consultants, service
personnel, suppliers and other temporarily hired personnel shall sign a “declaration of confidentiality” prior
to the engagement,

3. Travel and working from remote locations: When personnel are working remotely or on travel, security
precautions shall be taken into consideration.

4.  Email — aceeptable use: If confidential or sensitive information must be sent by email, encryption or similar
technologies must be employed to protect the information. Personal data that are confidential can be
communicated by unencrypted email when consent is given by the person the data concerns.

5. Cloud setvices — acceptable use: The security and compliance of each data center used by each cloud
service must be verified.

6. TInstant Messaging — acceptable use: Confidential and restricted and/or business-critical information shall
not be exchanged via instant messaging. Only approved instant messaging clients should be used. This
applies to both internal and external use.

7. Passwords: The 1T systems shall automatically request change to passwords on a regular basis. As many
systems as possible shall use the central user directory so the number of different passwords personnel need
to handle 1s limited to the extent possible. If some systems do not haye this automatic functionality, the
petsonell's shall change their password regularly with an interval not exceeding three months. Upon
suspicion that a password is compromised, the uses shall be obligated to change it immediately. It is not
permitted to use another person’s username and password, neither is the usage of shared user accounts for
end users permitted. The personnel shall not be allowed or obligated, to disclose a personal password
because of inquiry of any other person. The personnel shall limit the use of the same password for
accessing several systems, as disclosure of a password in one system would then lead to a compromise of
multiple systems. The same password must not be used for orgamsational and personal use. See also
Section 15 on passoword policy.

8, Virus Protection And Updates: The personnel shall be obligated 1o ensure that no attempts are made to
disable or over-ride any of the installed softwate, including anti-malware software, firewalls and automatic
updating services.

9. Backup: All information shall be protected by backup systems, to ensure recovery from any business
disruptions in case of data loss,

10. INFORMATION SECURITY IN PROJECT MANAGEMENT

Identification and incorporoprateion of information security requirements shall be done at the early planning
stage of all projects. In doing so, the risk of new security and compliance problems being introduced into the
environment is greatly reduced. It also minimises the risk of project schedule delays and cost overruns when
security requirements must be retrofitted into systems and/or contractual agreements late in the process.
Baseline Requirements
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e Project risk assessment shall be performed, covering at least below subjects, to identified project risks
and issues within project:
o Identify sensitivity of data that the project involves
o Identify if there is a need for compliance with legal or regulatory requirements, national or
international standards or contractual security and privacy obligations
o Describe planned data input/output processes
o Describe plans for data storage and destruction
®  Project risk analysis shall be repeated at each project phase transition
» Risk owners shall be identified and actions for risk avoidance, acceptance or mitigation (i.e.,
contingency plan) shall be identified for these risks by considering cost implications.

11. PHYSICAL AND ENVIRONMENTAL SECURITY

Physical exposures could result in financial loss, legal repercussions, loss of credibility or loss of competitive
edge. They primarily originate from natural or man-made hazards and can expose the business to unauthorised
access and unavailability of business information.
Physical and environmental security measures must be capable of effectively preventing, detecting and
mitigating risks relating to theft, unauthorised access, temperature, fire, smoke, water, vibration, terror,
vandalism, power outages, chemicals or explosives.
Physical access issues are a major concern within information security. Exposures and possible perpetrators are
described below:

* Unauthorised entry

¢ Damage, vandalism or theft to equipment or documents

* Copying or viewing of sensitive or copyrighted information

Alteration of sensitive equipment and information
Public disclosure of sensitive information

Abuse of data processing resources

Possible perpetrators are:
= Former employees

e Interested or informed outsiders such as competitors, thieves, organised crime and hackers
» An accidental ignorant

From an information security perspective, facilities to be protected include:
* Computer rooms

s  Operator consoles and terminals

= Tape library, tapes, disks and all magnetic media
e Storage rooms and supplies

¢ Communication closets

» Telecommunications equipment

e  Power sources

¢ Disposal sites

e Dedicated telephones/telephone lines
»  Portable equipment

®  Onsite and remote printers

e Local Area Networks

Additionally, system, infrastructure or software application documentation should be protected against
unauthorised access. For these safeguards to be effective, they must extend beyond the computer facility to
include any vulnerable access points and at organisational boundaries/interfaces with external organisations.
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Baseline Requirements
e Facilities such as server rooms shall not be visible or identifiable from the outside; there shall be no

windows or directional signs.

e« Physical accesses to the server room shall be restricted to individuals who require such access to
perform their job responsibilities.

* Environmental threat detection and monitoring mechanisms shall be used in the server rooms. Air
conditioning systems shall be established to provide required temperature and humid percentage.
Smoke detectors shall be used in addition to fire extinguishers to recover devices with least damage in
case of a fire disaster rising from excessive heat and electric issues.

12. ASSET MANAGEMENT

IT assets have varying degrees of sensitivity and criticality in meeting business objectives. By assigning levels of
sensitivity and criticality to each IT asset and establishing specific security rules, it is possible to define the level
of access controls that should be applied to each resource.

The first step in IT asset management is the process of identifying and creating an inventory of IT assets. The
inventory record of each asset should include:

s Specific identification of the asset

e Relative value to the organisation

e  Loss implications and recovery priority
e  Physical Location

e  Security and risk classification

*  Assetgroup

e Asset owner

IT asset management should be employed for both software and hardware assets. All hardware
devices/software used should be managed (inventory, track, and correct) actively, so that only authorised
devices/software are enabled.

Baseline Requirements

» All assets shall be recorded in an asset inventory database which shall contain all systems connected
to the network and the network devices themselves should be maintained, recording at least the
network addresses, machine name(s), purpose of each system, an asset owner respansible for each
device, and the department associated with each device. The inventory should include every system
that has an Internet protocol (IP) address on the network, including but not limited to desktops,
laptops, servers, network equipment (routers, switches, firewalls, etc.), printers, storage area
networks.

* The information required to ensure that the asset inventary is kept up to date (e.g. physical or logical
location of the asset, contact details etc.) shall be provided in the asset inventory database.

s The assets shall be correctly classified, that access controls are defined and periodically reviewed and
that vulnerahilities are identified and patched.

e The authorised recipients for the information contained in the IT asset shall be identified and
compliance with mandatory controls and handling procedures that are effective based on the
classification shall be ensured.

e Periodic reconciliation of assets shall be performed at least quarterly to ensure existence and to
detect unauthorised devices; the outcome of the reconciliation should be documented in an ITSM
system.

e Devices such as mobile phones, tablets, laptops, and other portable electronic devices that store or
process data shall be identified, regardless of whether they are attached to the network.

e A list of authorised software and version should be maintained.
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» A software inventory tool should be used to keep track of each of the operating system types in use,
including servers, workstations, and laptops. The software inventory tool should track the version of
the underlying operating system as wel| as the applications installed on it.

13. USER ACCOUNT MANAGEMENT

User account management procedures address the requesting, establishing, issuing, suspending, modifying and
closing of user accounts and the related user privileges. These procedures apply to all users, including
administrators (privileged users), internal and external users, for standard and emergency cases. Rights and
obligations related to access to systems and information shall be contractually arranged for all types of users.
Regular management review of all user accounts and related privileges shall be in place to ensure that there is
no Segregation of Duties conflict and terminated and transferred employees do not have inappropriate access
rights.
Specific user account control mechanisms shall be applied which:

e Prevent unauthorised access to data

* Limit access to personnel based on the business need to know principle

= Follow the least privilege principle allowing access only to the information and resources which are

essential to perform the intended function
¢ Have the capability of detecting, logging, and reporting access to any systems or network

Baseline Requirements
e Where technically possible, all accounts shall be authenticated by Active Directory. This applies also to

Cloud applications / Saas solutions.

e  User accounts are individual and shall not be shared,

= A review of authorisation privileges assigned to each employee shall be coordinated at least on a bi-
annual basis to ensure that access is appropriate for the user’s functioning role. Technical system
owners are responsible to provide information about current accesses that are to be reviewed.
Business owners are responsible to conduct the review, and local unit management team is
responsible to support and verify the review. A written report of the completion of this review should
be recorded in an ITSM system.

* Administrative privileges shall be minimised and administrative accounts shall only be used when they
are required.

= Administrative tasks shall be always performed by using the so called “Admin” accounts.

s  Users shall not login to their laptop and/or workstation with their “Admin” account. An extra login
step is required before the privileged accounts can be used.

»  Administrator accounts shall be forced to change their password according to the default domain policy
at first logon and every 60 days.

*  Administrator accounts shall be disabled and password must be changed immediately. Disabled
Administrator accounts should be removed at least on bi-annual basis.

s External accounts shall be forced to change their password according to the default domain policy at
first logon and every 60 days.

* Emergency accounts shall be used only in limited situations (e.g. unexpected technical issues which
require a fast action/resolution) and shall have mechanisms in place to allow for traceability to an
individual. Credentials shall be stored in a secured manner. Management shall approve usage for a
specific purpose prior to the credentials being provided.

14. SEGREGATION OF DUTIES AND ACCESS MANAGEMENT

Key duties and functions shall be approprately segregated, particularly those duties and functions which when
petrformed by the same individual may result in undetected errors or may be susceptible to abuses which may make

exposure to inapproptiate risks.
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Controls for authorising and administeting user access should follow the principle of least privilege. This means that
user accounts are provisioned such that the lowest level of user access permissions that the user can have and still
complete their job duties.

Baseline Requirements

In order to reduce the tisk of inappropriate access or unauthorised access to sensitive information the following

objectives must be met:
e A formal user registration and de-registration process shall be implemented tn an ITSM system to enable

appropiiate assignment of access nghts.

®  Role based access shall be employed where possible and shall be based upon the relevant characteristics of
job descriptions and/or assigned business process activities.

e  Access rights within a defined role shall follow the principle of least privilege, that 18 to say provisioning of
accounts with the minimal amount of access such that the job duties can sdll be performed.

e Access tights shall be removed or tevised when an employee is either terminated or is repositioned.

®  Access tights shall be reviewed on a perodical basis or at least annually.

*  Where applicable, two ‘Approvers’ (four eyes principle) shall approve tequests to business systems,
information and/or processes. This approval can be implicit in that the first approver submits the request
on behalf of the user while the second approver approves it.

®  Super user or administrative user access rights shall be granted on a need-to-use basis and where possible,
separate administrator accounts shall be used for auditing and traceability.

e  Unique user id’s shall be used to enable users to be linked to and held responsible for their actions when
accessing functionality directly in a system.

®  With regards to application, software and code development, in general, privileges should be designed and
controls should be implemented so that the person who develops the software is not the same person who
puts the application or changes to the application into the production environment.

15. PASSWORD POLICY

Passwords are an important aspect of computer security. A poorly chosen password may result in unauthorised
access and/or exploitation of resources. All users, including contractors and vendors with access to company
systems, are responsible for selecting and securing their passwords.

Some common methods that attackers use for discovering a victim's password include:

* Guessing: The attacker attempts to log on using the user's account by repeatedly guessing likely words
and phrases such as their children's names, their city of birth, and local sports teams.

¢ Online Dictionary Attack: The attacker uses an automated program that includes a text file of words.
The program repeatedly attempts to log on to the target system using a different word from the text
file on each try.

= Offline Dictionary Attack: Similar to the online dictionary attack, the attacker gets a copy of the file
where the hashed or encrypted copy of user accounts and passwords are stored and uses an
automated program to determine what the password is for each account. This type of attack can be
completed very quickly once the attacker has managed to get a copy of the password file.

= Offline Brute Force Attack: This is a variation of the dictionary attacks, but it is designed to determine
passwords that may not be included in the text file used in those attacks. Although a brute force
attack can be attempted online, due to network bandwidth and latency they are usually undertaken
offline using a copy of the target system's password file. In a brute force attack, the attacker uses an
automated program that generates hashes or encrypted values for all possible passwords and
compares them to the values in the password file.

Each of these attack methods can be slowed down significantly or even defeated through the use of strong
passwords. For this reason, a strong password policy shall be enforced for all systems and users.

Baseline Requirements
s  Default passwords are prohibited. Password should be changed immediately from default.
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e  Unnecessary default accounts shall be disabled before installing a system on the network. This applies
to all default passwords, including but not limited to those used by operating systems, software that
provides security services, application and system accounts, Simple Network Management Protocol
(SNMP) (community strings, etc.).

*  Where possible, the password policies should be enforced by the main authentication provider (Active
Directary) or a related user federation service for cloud applications (SaaS). Strong authentication
(two-factor-authentication) shall be used to access confidential and restricted data if these are made
available through a web interface or APl over an open netwark.

e The “Password never expires” option is not allowed for any account that is used to logon to any
information system.

e In the case of service accounts, automatic expiration can be overridden to ensure service continuity.
These accounts should be clearly documented and regularly reviewed if they are still being used. It is
not allowed to use service accounts for interactive logon.

e  All user Active Directory accounts shall be audited for the “Password never expires” option at least on
quarterly basis.

e  Temporary passwords must be given to users in a secure manner, with expiration on first use.

s Passwords must be encrypted or hashed when transmitting over networks and in storage.

» Passwords should not contain common phrases (such as password, secret etc.), company name (or
abbreviation), parts of user’s personal information (such as name, surname) or the account name.

e  New passwords should be unique and may not be the same as previous used passwords.

s  Passwords must meet the following minimum requirements:

Minimum Password History: 24 o
Maximum Password Age: 60
Minimum Password Length: 10
Passwoard Complexity: Passwords must use at least three of the four available character
types:
-Lowercase letters: Lowercase characters of European languages (a through z, sharp-s,

Q0 ¢ 8

with diacritic marks, Greek and Cyrillic characters)
-Uppercase letters: Uppercase characters of European languages (A through Z, with
diacritic marks, Greek and Cyrillic characters)
-Numbers: Base 10 digits (0 through 9)
-Symbols: ~1@#$%"&*_-+=" |\ {}[1:;"'<>,.2/
o Minimum Password Age: 1
o Store Password Using Reversible Encryption For All Users: Disabled
» For systems that cannot enforce password policies, a regular manual password change must be
performed by end-users in accardance to the password requirements.
s Passwords manager software (like Keepass and similar) can be used for securely storing passwords
under the below conditions:
o  Passwords must always be stored in an encrypted form by means of strong ciphers (e.g. AES
or Twafish).
o Itis not allowed to store passwords in any form on any system that is not fully managed (e.g.
cloud solution, privately owned endpoint, etc.)
o Team managers must ensure that master passwords and/or certificates of shared password
databases are changed immediately when a team member leaves the team or company or
does not require access to these passwords anymare for any other reason.

! For Active Directory the password history requirement is 24,
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16. REMOTE ACCESS POLICY

Remote Access connectivity to resources is required for several types of users, such as internal employees,
external consultants and vendors or suppliers. In providing this capability, specific policies and controls should

be in place to satisfy business needs as well as security requirements.
External access to networks and resources shall only authenticate users via three channels:

Remote Access (SSL VPN)
Remote Access (Citrix Access Gateway)
Site-to-Site VPN

Remote Access and Site-to-Site VPN gateways shall act as entry points for the network and both be located on
the edge of the demilitarised zone which is subject to strict security measures.
Baseline Requirements

Only users with a valid Active Directory account are allowed to use the Remote Access service.

Remote Access to data or systems must be kept to the minimum by adopting the need to know
principle.

All remote access must authenticate with at least 2 methods (two-factor-authentication). The
minimum mandatory level is by means of username/password and user certificate,

External users shall be allowed to connect to the netwark only if their connecting device is configured
with an updated Antivirus software and with an Operating System which is still under support and
being patched;

Site-to-Site VPN conneciions are only permitted when they are terminated and managed via the central
firewalling infrastructure provided.

Site-to-Site VPN connections established with external pariies shall be centrally authenticated and
authorised by an authentication method like a Pre-Shared Key which shall be securely communicated via
SMS between the parties.

All communication via a Site-to-Site VPN connection shall be properly secured implementing strong
encryption and hashing industry standards,

External parties which are connecting via Site-to-Site VPN shall have access only to the resources defined.

17. SENSITIVE MEDIA DISPOSAL AND TRANSPORT

Controls to prevent access to or loss of sensitive information from computers, disks, and other equipment or
media when they are stored, disposed or transferred to an external entity shall be implemented.

The below requirements explain the processes that shall be adopted for re-using or destroying all types of
media (e.g. paper documents, hard drives, USB sticks, CD/DVD, etc.) to prevent the disclosure of internal,
confidential or restricted information.

Baseline Requirements

All media that contains data shall be physical destroyed or made unreadable before it is disposed of.
When appliances, printers or telephones are returned under RMA (Return Merchandise Authorisation)
they can’t be destroyed. Supplier instructions shall be followed to sanitise the hardware before
shipping it back to the supplier. When mare detailed instructions are not available the configuration
must at least be reset to the factory default where possible.

Paper that contains internal, confidential or restricted information shall be shredded when not needed
anymare.

CD/DVD that contains internal, confidential or restricted information shall be physically destroyed
when not needed anymore.

Faulty flash memory devices such as USB sticks and memory cards shall be physically destroyed.
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18. CHANGE MANAGEMENT

Change control procedures are a part of the more encompassing praocess referred to as change management
and are established to control several types of changes such hardware changes, application changes (e.g.
programs, jobs, configurations, parameters, etc.), software patch installation, configuration of various network
devices etc. The change management procedures implemented are all based on the Infermation Technology
Infrastructure Library (ITIL) which consists of a collection of best practices designed to standardise the
selection, planning, delivery and support of IT services.
The main objective of change management is to ensure that changes are recorded and then evaluated,
authorised, prioritised, planned, tested, implemented, documented and reviewed in a controlled manner and
to take necessary corrective actions.
Change requests can come from various sources that include (but not limited to):

s [Incident management

=  Prohlem management

* Release management

* Continuity management

* New hire

e Employee leaving

e  Requests from customers

e Security management

Baseline Requirements
= Change notifications shall be sent to all relevant stakeholders before and after the change

implementation.

s Change preparation, scheduling and operating instructions shall be established.

@« The change requestor is responsible for testing and making sure that a proper impact analysis is
performed, prior to requesting an approval from the business representative. The impact analysis
should contain information about the impact on business processes and other linked assets.

*  The risk of adversely affecting the business operation shall be reviewed and a rollback plan shall be
developed to back out of the changes, depending on the risk level. Predefined risk levels can be
applied for different categories of changes.

= A change workflow which includes business representative approval shall be in place.

= |legal and/or compliance aspects shall be considered before implementing a change.

* The change requestor shall verify that the change has been implemented successfully and no other
issues were introduced as a result of the change implementation.

*  Whenever the change means adding, removing or modifying an information asset, the requestor must
verify the asset information in the asset inventory database to make sure the information is still
accurate.

s A full register of all implemented changes shall be maintained, including traces of who ordered, tested
and approved the changes.

19. PATCH MANAGEMENT

Patch management is an area of systems management that involves acquiring, testing and installing multiple
patches to an administered computer system in order to maintain up-to-date software and often to address
security risk.
Patch management tasks include the following:

e Maintaining current knowledge of available patches for all systems

*  Determining which patches are appropriate for particular systems

e Ensuring that patches are properly tested before installation

= Documenting patch management procedures
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To minimise business disruption as a result of network utilisation, reboots and/or the unnecessary use of
system resources as much as possible, only critical and or security related patches are deployed.
Baseline requirements:

e |nscope are OS, vendor critical and security updates. Windows and Linux errata security updates shall
be published and installed as part of a mandatory patch installation schedule. Non errata security
Linux and other vendor updates shall be installed based on known or suspected vulnerabilities that
pose a high business risk. Where (technical) limitations prevent the automated deployment of security
updates, these updates shall be reviewed and installed based on the identified risk level.

e Servers that are directly or indirectly accessible from the internet (i.e. web server directly accessible or
indirectly via the reverse proxy) are considered to have a higher risk level than servers that are not
externally accessible and are therefore subjected to a stricter patch schedule. These servers shall be
patched at least on a monthly basis.

* Non-internet facing servers are considered to have a lower risk level and shall be patched on a
quarterly basis.

e Client systems shall be patched on a monthly basis.

» Reports shall be available to check policy compliance and identify vulnerable systems in a timely
manner. Quarterly reports shall be created to ensure the policy is applied and the patch management
process is working according to the requirements as outlined in this policy.

20. END OF SUPPORT

As part of the life cycle that every operating system and software goes through there is a point at which vendors do
not publish new updates anymore (end-of-support). At this paint security updates are no longer released and
compatibility issues may arise due to unsupported versions of installed software or compatibility issues.

The discontinuation of security updates and patches can make exposure to a high number of vulnerabilities, as well
as compliance violations. Because of this, end-of life policies to better manage its end-oflife transition shall be
established.

The importance of the end-of-support should not be ignored because of the below nsks:

Increased operational costs: Keeping the systems online will result in mounting operational expenses, as well as
the additional investments to make to keep them secure and stable.

Security risks: Increased exposure can be expected to major vulnerabilities and cybersecurity attacks on the
company’s computer systems, databases and applications running on end of support systems, potentially increasing
risk of data leakages or business disruption as a result of malware infections or attacks.

Non-compliance: Intrum is subject to independent audits therefore outdated software should be a key
consideration.

Baseline Requirements
=  All products that reach the end of their life cycle and are declared by the vendor as end-of-support

shall be replaced and/or upgraded before the announced end-of-support date.

21. MALWARE PROTECTION

The term malware (short for malicious software) is generally applied to a variety of malicious computer
programs such viruses, spyware, worms, trojans, rootkits etc., designed with the malicious intent of harming a
computer system. These malicious programs can perform several functions, including stealing, encrypting or
deleting sensitive data, altering or hijacking core computing functions and monitoring users' computer activity
without their permission. Generally, a malware can attack multiple parts of a computer system:

¢ Executable program files

e The file-directory system, which tracks the location of all the computer’s files

e Boot and system areas, which are needed to start the computer

e  Data files
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To protect against malicious software and malicious use of assets, additional security controls should be
implemented. Such controls may include, but are not limited to, information secutity policies and guidelines,
restricted access, designated development and test environments, virus detection on setvers, desktop and notebooks,
virus e-mail attachment scanning, web traffic filtering, system compliance scans, intrusion prevention/detction
monitoring and response, logging and alerting on key security events, application whitelisting, information handling
procedures based on data type, application and network secunty testing and system and application vulnerability
scanning,
Baseline Requirements
s All workstations, laptops and servers provided shall be equipped with the latest version of an
reputated antivirus software. An automatic process shall take care to keep the antivirus program up to
date.
s Virus definitions shall be updated immediately after the release by the provider.

e The antivirus software shall be configured to run real-time scanning of machines and a full system scan
on a regularly scheduled interval,
= Al e-mails entering the mail gateway shall be scanned for suspected payloads. If the payload is
definitely suspicious, the mail shall be dropped. If the system is in doubt, the addressed user shall be
informed that a mail is placed in quarantine, and given the opportunity to check the contents.
The mail gateway appliance shall be constantly and automatically updated with the latest threat
definitions.
« An Intrusion Detection System and Intrusion Prevention System shall be used and the logs generated
from the system shall be monitored on daily basis.
* 0On a virus outbreak, an alert shall be generated. The affected warkstations shall be identified and
affected workstations shall be:
o Immediately physically disconnected from the network.
o Manually scanned.
o Ifthis does not prove to be effective enough, the workstation shall be re-installed.
= In addition to the above contrals, internal and external network vulnerability scans shall be run at
least on quarterly basis.

22. BACKUP POLICY

The aim of the backup policy is to ensure that data is not lost and can be recovered in the event of an
equipment failure, intentional or accidental destruction/loss of data or a disaster. The supplier shall conform to
a standard backup and recovery process in such a way that a balance between ensuring legislative compliance
and service efficiency is achieved. In addition to that, specific controls shall be enforced so that any risks
assaciated to the management of data backups and recovery are mitigated.

Baseline Requirements
® All production critical systems and data, essential to the continued operation of the supplier, shall be
fully backed up at least on daily basis.

e The supplier shall be inform if a scheduled back-up results in consecutive failures.

* When the data in a system changes frequently, backups shall be taken more frequently to ensure that
data can be recovered in the event of a system failure.

s Immediate full data backups shall be taken when data is changed to a large extent or the entire
database needs to be made available at certain points in time. Regular, as well as event-dependent
intervals shall be defined.

¢ Important data shall be saved by running daily incremental backups and full back-up weekly.

e  Entities with specific country requirements an separating tapes from other entities shall be placed in
separate retention groups and thus get separate tapes.

® Partial system restores, in the form of ad-hoc restoration of selected file-sets and databases shall be
performed regularly as part of the Incident Management process.
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e Restoration procedures shall be regularly checked (at least annually) and tested to ensure that they
are effective and that they can be completed within the time allotted in the operational procedures
for recovery.

s The supplier shall adhere to data retention requirements to ensure compliance with legal, regulatory
and business requirements. No disposal or destruction shall take place without confirming that the
data has reached the end of its retention period and that there is no additional retention period (such
as a litigation hold or preservation notice) as agreed upon.

» Backup data that is older than 1 month old shall be subject to an approval pracess before it is released
to the requester, to ensure protection of older data that might belong to third parties (e.g. divested
companies) or might be related to a data subject that has requested his/her data to be erased.

23. SYSTEM LOGGING AND SECURITY MONITORING

In order to provide a comprehensive security approach against internal and external threats, extensive logging
and monitoring of systems and users’ activities shall be performed. This policy establishes the minimum
practices to implement effective logging and security monitoring of networks and systems to make sure that
they are used for authorised purposes only and to detect potential security issues.

Baseline Requirements
s All systems shall, at minimum, be capable of and configured to:

e Produce audit logs with the necessary event information.
e Have the ability to off load audit log data to a central syslog server.
s A central log collection system shall be in place in order to collect log data to a single location for log

management purposes.

e Logs shall be only accessible by a small set of support personnel. Access to modify or delete log files
shall be restricted and segregated so users that perform privileged activities are unable to manipulate
log files.

e Security-relevant events shall be logged and monitored to identify suspicious activities and threats.
Identified suspicious activities shall be investigated and managed based on their risk and criticality. At
minimum, the following information shall be available:

s  Traceability to an individual (data, time, user 1D).
e  Successful and unsuccessful login attempts.
Highly privileged account activities.

e  Security configuration and setting changes.

* Logs must be retained for a minimum of 12+2 months from time of event or logging, except where
prohibited or otherwise required by applicable laws and regulations. Logs relevant to pending or
foreseeable litigation, investigation or audit (even when not subject to & formal document retention
notice) shall be preserved.

o [dentified anomalies shall be registered and processed.

e Personnel shall be informed about the practice of system logging and security monitoring in the
privacy statement for persannel.

24. CLOCK SYNCHRONISATION

In computer networks time synchronisation is critical because every aspect of managing, securing, planning,
and debugging a network involves determining when events happened. Time also provides the only frame of
reference between all devices on the network. Without synchronised time, accurately correlating log files
between these devices is difficult, even impossible. Following are just a few specific reasons:

e Tracking security breaches, network usage, or problems affecting a large number of components can be
neatly impossible if timestamps in logs are inaccurate. Time 15 often the critical factor that allows an event
on pne network node to be mapped 1o a corresponding event on another

® To reduce confusion in shared filesystems, it is important for the modificarion times to be consistent,

regardless of what machine the filesystems are on
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& Billing services and similar applications must know the time accurately

e  Pmmanaal services require highly accurate ttimekeeping by law

Baseline Requirements
®  The clocks of all information processing systems shall be synchronised with an accurate time source.

s  All systems that are able to be configured to use NTP shall use the Domain Controllers as their primary
time synchronisation source; if the Domain Controllers cannot be used due to NTP version
compatibility issues, an alternative NTP server can be used.

=  If possible, for redundancy purposes at least two NTP servers shall be configured on each system.

* The Domain Contrallers shall be synchronised with reliable and redundant external NTP servers.

25. VULNERABILITY MANAGEMENT

Vulnerability Management is the process in which vulnerabilities within IT systems are identified, classified and

the risks associated to these are evaluated. This evaluation leads to correcting the vulnerabilities and removing

the risk or obtaining a formal risk acceptance by the management of an organisation.

This security process is essential in order to obtain a continuous overview of the vulnerabilities affecting its IT

infrastructure and components.

Third party penetration tests shall be conducted at regular intervals, minimum annually and upon all major

relevant changes, for all externally facing (available on the internet) applications. Intrum must be given access

to reports from such testing, or to a trusted third party statement that the penetration tests have been

performed, including a description of the test, the scope of the test and methodology used, who conducted the

test and when, in addition to any critical findings.

Baseline Requirements

* An enterprise class vulnerability scanning and assessment tool shall be used te conduct the internal

and external scans. This tool must be capable of scanning information systems from a central location
and be able to provide remediation suggestions.

= The scans must cover all critical information assets and should be run against all systems on the
network at least on a quarterly basis.

» Scans shall be performed during hours appropriate to the business needs and to minimise disruption
to normal business functions.

e The vulnerability scanning tool must have the ability to associate a severity value to each vulnerability
discovered based on the relative impact of the vulnerability

»  Vulnerability intelligence services should be subseribed in order ta stay aware of emerging exposures,
and use the information gained from this subscription to update the vulnerability scanning activities
on at least a quarterly basis.

= At the conclusion of each vulnerability scan, all discovered vulnerabilities shall be documented and
communicated into a formal report which must also contain the recommended remediation.

» "High" or "Critical" vulnerabilities shall be addressed within 30 days from initial reporting.

*  "Medium" vulnerabilities shall be addressed within 90 days from initial rteporting.

e "Low" vulnerabilities shall be addressed within 180 days from initial reporting.

s |fasystem has a vulnerability that cannot be remediated in the recommended manner and within the
required resolution time, an IT&IS Risk Assessment shall be performed and the implementation of
appropriate security controls to mitigate identified risks shall be proposed.

«  Any outcomes from the vulnerability scans shall be treated as confidential.

26. SOFTWARE LICENSING

A software license is a legal instrument allowing the use or redistribution of proprietary software. Without a
license agreement, using the software would constitute a breach of copyright law. Therefore any software
must be legally licensed before it can be installed.
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On top of the legal component, installing unauthorised software on a computer system, workstation, or server
can lead to potential system failures, system degradation or viruses. Unauthorised installations also place the
business and the employees at risk for civil and criminal action, which can result in punitive measures imposed
on all involved parties.

Baseline Requirements
e |Installation of software not related with business purposes is strictly forbidden. Users shall be

prohibited to install unlicensed and unauthorised software on systems as this may violate copyright
protection regulations and/or cause technical problems.

e |t is strictly forbidden to use unauthorised registration keys, obtained from anyone or any websites
providing illegal serial numbers and registration keys through crackers or Keygen groups.

» Periodic software usage reviews for approved, licensed software shall be performed annually to detect
software instances exceeding current license agreements in place.

s Periodic software usage reviews to detect personal, unlicensed software shall be performed every six

months.
s Non-compliance shall be reported to Intrum.

27. FIREWALL AND NETWORK SECURITY POLICY

Firewalls are devices or programs that control the flow of network traffic between networks or hosts that
employ differing security postures. While firewalls are often discussed in the context of Internet connectivity,
they may also have applicability in other network environments. For example, firewalls may be employed to
restrict connectivity to and from the internal networks used to service more sensitive functions, such as
accounting or sales. By employing firewalls to control connectivity to these areas, an organisation can prevent
unauthorised access to its systems and resources. The implementation of a proper firewall provides an
additional layer of security.

A firewall policy dictates how firewalls should handle network traffic for specific IP addresses and address
ranges, protocols and applications based an the Intrum information security policies. Before a firewall policy is
created, some form of risk analysis should be performed to develop a list of the types of traffic needed by
Intrum and categorise how they shall be secure including which types of traffic can traverse a firewall under
what circumstances. This risk analysis should be based on an evaluation of threats, vulnerabilities and
countermeasures in place to mitigate the potential risks. Firewall policy should be updated frequently as
classes of new attacks or vulnerabilities arise, or as per Intrum needs regarding network applications change.

The purpose of this policy is to specify the minimal level of security requirements that apply to the network
infrastructure. This policy dictates the use of various different types of security controls to reduce risks to both
Intrum and its customers based on the sensitivity and business criticality of the respective (data) asset and or
network segment. It also explains which eligible entities can connect to the network and the possible
restrictions that shall be enforced.

Baseline Requirements

e A tiered network design shall be implemented to isolate systems based on the sensitivity and criticality
of the systems or hosted applications.

» Separated network zones shall be defined in order to implement specific network access control rules.

e When traffic is moving from one network zone to another, this shall be classified as passing a security
boundary.

e All traffic crossing security boundaries shall be logged and monitored.

o A Demilitarised Zone (DMZ) shall be implemented to limit inbound traffic to only system components
that provide authorised publicly accessible services, protocols, and ports.

e If various DMZ networks exist, network traffic between DMZs shall be restricted and monitored

» Externally accessible Web Servers shall be always placed in DMZ. HTTPS shall be always used for
secure communications.
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= Direct access between the Internet and any internal system component shall be blocked by the
firewall systems.

= |nbound and outbound Internet traffic shall be restricted to that which is strictly necessary.

= All firewall rules shall take into account the source and destination of the traffic in addition to the
protocol and network ports required. Creation of firewall access rules allowing “ANY”
source/destination and “ANY” network protocol/ports shall be limited to the minimum.

@ All firewall change requests shall be recorded in an ITSM system. All requests for change shall be
assessed in a structured way to determine the security and operational impact to the systems in
scope.

s Afirewall log retention policy shall be in place. All firewall logs shall be backed up and kept available
for at least 2 years.

e  Vulnerability assessments shall be performed on regular basis to ensure that the firewall systems are
not vulnerable to the |atest exploits.

o  Firewall systems shall be kept up to date with manufacturer provided firewall software and OS
updates and security patches.

= A Firewall housekeeping process shall be established in order to perform a regular review of the
configuration, position, and clean-up of the existing firewall rules. Obsolete rules, IPs and
protocols/ports that should have been temporary or that are no langer in use shall be removed. The
review shall be performed at least on annual basis.

» The progress and findings of each Firewall review shall be documented in a formal document.

*  An Internet traffic control solution (URL filtering) shall be implemented. All outbound Internet traffic shall
be inspected in order to prevent access to malicious websites.

*  An Intrusion Detection System and Intrusion Protection System (IDS/IPS) shall be deployed. All Data
Centre and WAN traffic shall be in scope of the system, IDS/IPS signatures shall be updated on daily basis.

¢ Anant DDoS (Distributed Denial of Service) solution shall be deployed to protect the Interner connection
from volumetric and specific application-focused attacks. Functionality tests of the ant DDoS solution
shall be performed at least on bi-annual basis.

28. FILE TRANSFER POLICY

Sharing company files or exchanging client’s files containing sensitive data via an insecure communication
channel, is a major security risk. When it comes to transferring files, keeping sensitive data secure should be a
top priority and SFTP and FTPS should be used instead of FTP.

Baseline Requirements

« Qutbound and internal file transfers shall be always authenticated and encrypted using secure transfer
protocols such FTPS and/or SFTP.

=  Files containing confidential information shall be moved and stored at a secure network zone, or
encrypted, after they have been processed. File transfer servers exposed on the Internet shall not be
used for long-term data storage of unencrypted data.

¢ Use of cloud-based file transfer services and cloud-based storage solutions (e.g. Dropbox, WeTransfer,
Google Drive etc.) is prohibited unless an exception is explicitly granted. The URL filtering policy shall
block access to any cloud-based file transfer and storage solutions (note that the policy itself is
leading, and an absence of active blocking at the network-level does not constitute permission to use
said cloud-based file transfer services).

29. IT SECURITY IN SOFTWARE DEVELOPMENT & SYSTEM IMPLEMENTATION PROJECTS

Investing IT resources (people, applications, facilities and technology) to develop, acquire, integrate and
maintain application systems is crucial for the effective functioning of key business processes. These resources,
in turn, often control critical information assets and therefore should be effectively managed. IT processes for
managing and controlling these [T resources are part of a life cycle process with defined phases commonly
known as business application development, deployment, maintenance and retirement. Each phase in the life
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cycle is an incremental step that lays the foundation for the next phase, for effective management control in
building and operating business application systems.

The software implementation project begins when a feasibility study is initiated as a result of one or more of the
following situations:

= A new opportunity that relates to a new or existing business process

s A problem that relates to an existing business process

» A new opportunity that will enable Intrum to take advantage of technology

s A problem with the current technology

s Alignment of business applications with business partner/industry standard systems and respective
interfaces

All critical business objectives have to be translated into key business drivers for all parties involved in business
operations during a software development project.

Testing is an essential part of the development process that verifies and validates that a program, subsystem or
application performs the functions for which it has been designed. Testing also determines whether the units
being tested operate without any malfunction or adverse effect on other components of the system.

Developed early in the life cycle and refined until the actual testing phase, test plans identify the specific
portions of the system to be tested. Tests plans include a categorisation of types of deficiencies that can be found
during the test.

Baseline Requirements
s Group software applications shall he developed within the guidelines of best practices and industry

standards.

» Before use of new technology, and before implementing solely automated decision making, a risk
assessment including privacy risk assessment shall be conducted by the Technical system owner. If a
potential high risk to privacy is identified, a Data Protection Impact Assessment (DPIA) shall be made.

@ The OWASP Security Framework and its Secure Coding Practices Checklist shall be used as reference.

¢« Systems developed must satisfy definite security requirements, including data verification, securing
the code before being put in production, and use of encryption.

*  Group Information Security shall be involved in the validation of the security requirements.

e« Development and system test activities shall not be performed on production environments.

e Production environments shall be either logically or physically separated from development and test
environments.

s  Where physical separation for development and test is not feasible, security measures for the test
environment shall be at least equal to the ones required for the production environment.

e  Where possible, development and test data shall be synthetic (fictive) or pseudonymized (masked
personal data), not live production data.

s |f test data is not pseudonymized, special measures shall be put in place to protect the data. This
includes

o Employee awareness: special trainings, rules and procedures on testing with personal data
under GDPR
o Strongly limit access to the test environment and ensure that production users do not have
access unless it is the same person conducting the work in both environments

Same logging, log collection and monitoring of use as in production

Data amount reduction: e.g. using 5-7% of production database, not 100%

Regular audits on test data and testing principles

Visualize that testers are in test environment by e.g. different color screens to ensure that

they don't confuse production with test

o  Functionality limitation - ensure that all integrations that might impact privacy are disabled or
modified in test, such as e.g. the possibility to request credit information about a debtor
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should not be available in test, sending an email to a debtor should just go to an internal mail
server etc.
o Same data retention periods as in production / frequent refresh to remove old data

= Logon procedures and passwords shall be different for production, development and test
environments.

#  Externally accessible Web Servers shall be always placed in DMZ (Demilitarised Zone).

s HTTPS shall be always implemented for secure communications.

* Sirong authentication (two-factor-authentication) shall be used to access confidential and restricted
data if these are made available through a web interface or APl over an open network.

® User authentication for internal Web Services shall always be integrated with Active Directory in order
to keep track of logs, improve auditing and inherit account/password security settings.

e  User authentication for internet facing Web Services shall always require strong passwords, password
expiration periods and account lockout policies, and two-factor authentication shall always be offered.
Any user access and key events must be logged and audit log files must be protected against
tampering.

* Access to production application, program or object source code and libraries must be based on least
privilege principle.

o All systems storing personal data shall support the regular deletion or anonymization of data. If data
pracessing is based on user consent, the systems shall also support the deletion or anonymization of
data when the user withdraws his/her consent.

s All systems storing personal data shall enable rectification of personal data that has been identified as
wrong. The systems shall also trace the changes being made to personal data, to enable identification
of the person changing the data and the time the data was changed.

e Development activities carried out by developers and external consultants should be in line with
industry standards and framewarks.

s Developers shall be trained according to recognised good practice and security guidelines.

« Development activities shall include risk mitigation strategies for the common vulnerabilities below:

o Injection flaws

Broken authentication and session management

Cross-site scripting

Insecure direct object references

Security misconfiguration

Sensitive data exposure

Missing function level access control

Cross-site request forgery

Using components with known vulnerabilities

o Invalidated redirects and forwards
= Various levels of testing shall occur during the development phase to verify and validate what has
been developed:
o Unit Testing
o Interface/Integration Testing
o System Testing (Recovery Testing, Security Testing, Load Testing, Volume Testing, Stress
Testing, Performance Testing)

» During a migration to a new system, a comparison shall be performed between data from the "legacy"
system and data loaded to the "new" system. Differences shall be investigated and resolved on a
timely basis.

e Errors and irregularities shall be identified from the actual tests conducted. When such problems
occur, the specific tests in question have to be redesigned in the test plan until acceptable conditions
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occur when the tests are redone. The problems should be fixed prot to implementation.
» Quality Assurance Testing shall be performed on all software development projects. QAT verifies that
the application works as documented by testing the logical design and technology itself.
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e User Acceptance Testing shall be performed on all software development projects. UAT verifies that
the system is production-ready and satisfies all documented reguirements.

®= QAT results shall be formally approved before being transferred to the production environment.

» End users and system administrators shall be trained in how to properly use and maintain a new
implementation.

=  Post-implementation testing (e.g., parallel processing) shall be performed.

»  End-user management shall document lessons learned and/or plans for addressing system deficiencies
as well as recommendations for future projects regarding system development and project
management processes followed.

30. REMOTE CONTROL SOFTWARE POLICY

Remaote Control Software allows authorised individuals to “take control” of a computer across the network from
another location. Although this feature would be useful o the local helpdesk teams and in some cases to external
suppliers for troubleshooting purposes, it presents several risks which may have a negative impact to the
confidentiality, availability and mtegnty of the systems and information.

Baseline Requirements
= The only allowed software to perform Remote Control of workstations is Microsoft Skype and Bomgar.

* Remote Control Software such as TeamViewer and LogMeln are not allowed and shall not be installed

oh any server and/or workstation.

31. CRYPTOGRAPHY POLICY

The primary purpose of encryption is to protect the confidentiality, integrity and availability of digital data
stored on computer systems or transmitted via the Internet or other computer networks. Encryption is
generally used to:

e Protect data in transit over networks from unauthorised interception and manipulation
e Protect information stored on computers from unauthorised viewing and manipulation
s Deter and detect accidental or intentional alterations of data

e Verify authenticity of a transaction or document

Encryption is limited in that it cannot prevent the loss or modification of data. The protection of the keys is of

paramount concern when using encryption systems.

Information system resources shall be appropriately protected to prevent unauthorised access by applying a
level of encryption to sensitive and/or critical information which is proportionate to the business risk. The
purpose of the below requirements is to protect the confidentiality, integrity and availability of information by
applying appropriate levels of cryptographic controls.

Baseline Reguirements

e For externally accessible services, secure communication channels based on strang ciphers suites shall
always be used (e.g. HTTPS, SSH, SFTP etc.). Use of weak ciphers is prohibited.

® Access to confidential and restricted data or asset is granted only if encryption measures are in place
for securing the transactions from outside the office location.

s All confidential and restricted data transferred outside controlled networks shall be encrypted.

e E-mails (including attachments) shall be encrypted whenever confidential and restricted data is
contained or attached.

e Unencrypted e-mail and SMS containing personal data can be accepted if the data subject has
consented to such transfer

e Unencrypted e-mail and SMS containing personal data within the special categories of data or related
to criminal convictions is prohibited even with consent from the data subject

¢ All laptops shall be protected with harddisk encryption. Information encrypted can only be decrypted
by the owner of the master key.
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Full disk encryption should be enabled on all teleworking devices (e.g. mobile phanes, tablets, laptops
etc.).

All removable media shall be encrypted.

Wi-Fi Protected Access encryption is mandatory for all wireless networks carrying information.
Database encryption is required for all new systems that store personal data

32. SYSTEM HARDENING AND SECURITY REQUIREMENTS

The purpose of system hardening is to eliminate as many security risks as passible. This is typically done by
configuring an OS securely, updating it, creating rules and policies to help govern the system in a secure
manner and removing all non-essential software programs and utilities from the computer. While these

programs may offer useful features to the user, if they provide "back-door" access to the system, they must be

removed to minimise exposure to threats and to mitigate possible risks.

Hardening baseline includes:

Removal of unnecessary accounts (including service accounts)
Disabling or removal of unnecessary services

Applying security patches

Closing listening and unused network ports

Baseline Reguirements

Unwanted communication channels shall be disabled (i.e. when HTTPS is required disable the use of
normal HTTP).

For DMZ systems (or otherwise publicly accessible systems) secure communication channels based on
strong ciphers shall be used (SSH, HTTPS, etc.); use of weak ciphers is prohibited.

Default configuration of applications and appliances shall be modified (e.g. change default admin
passwords).

Cached credentials shall be disabled for all systems located in the DMZ.

Remote Root login privileges on DMZ servers shall be disabled.

Interactive logon for service accounts shall be disabled.

Individual user accounts shall be always used (authentication based on AD, LDAP, Radius, local user
accounts, etc., AD-based authentication is strongly preferred). Access attempts shall be trackable and
auditable, with syslog compatibility being strongly preferred. Windows Systems must be domain
members (including DMZ servers).

Local audit logs shall be forwarded to the central syslog server.

Depending on the function of the system, permissions shall be delegated to the correct people (least
privilege principle) and only to data that the user is allowed to access (authorisation based on role or
office).

Unneeded file shares shall be removed and active file shares shall be accessible only to the people that
need access to the files to perform their jobs (i.e. no access for the “everyone group”). Hidden shares
(Share$) shall be used as much as possible.

installed roles and features shall be kept to a minimum and shall be installed only when required by
the server for providing the required functionality (i.e. do not install FTP server if only a webserver is
required).

Systerns shall be installed with the latest critical and security updates (Windows Updates).

Systems shall be installed with the latest version of the anti-virus software (Agent and VSE) and have
the latest signature files installed.

Default “public” community string for SNMP access shall not be used,

Servers/appliances shall synchronise its time from the domain controllers

Configuration and data (where applicable) backups shall be performed regularly (e.g. export of
configuration etc.).
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= Physical access to systems shall be limited to authorised personnel only. Performance and availability
monitoring shall be in place (SNMP, e-mail notifications from the system etc.).

e  When third party support access is required, an NDA must be in place between the entity and the
third party.

e Standard configuration management shall be followed, building secure images that are used to build
all new systems that are deployed. Regular updates to the secure images should be integrated into the
organisation's change management processes, Images should be created for workstations, servers,
and other system types used.

33. THIRD PARTY MANAGEMENT

The security of information that are accessed, processed, communicated to or managed by external parties,
should be maintained and should not be decreased by the introduction of external party’s products or services.
Any access to information processing facilities and communication of information by external parties should be
controlled. Controls should be agreed to and formally defined in the contract with the external party. Intrum shall
gain the right to audit the implementation and operation of the resulting security controls.

These external party arrangements can include:

® Service providers such as Internet Service Providers (ISPs), netwark providers, telephony services
providers, managed security services providers, maintenance and support services providers

e Outsourced facilities and/or operations (e.g., [T systems, data collection services, call center
operations, payroll systems)

* Management and business consultants, independent auditors

e Software developers

e (Cleaning, catering and outsourced support services

= Temporary personnel, internship, students and other casual short-term appointments

Baseline Requirements
e Access by external parties to information shall not be provided until the risk assessment has been

made, the appropriate controls have been implemented and both a Non-Disclosure Agreement (NDA)
and a contract has been signed defining the terms and conditions for the connection or access and the
waorking arrangement. It should be ensured that the external party is aware of its obligations and
accepts the responsibilities and liabilities involved in accessing, processing, communicating or
managing information and information processing facilities.

= Remote Access for third party users shall be limited in accordance with the business requirements and
any access connection and operation activity shall be logged. Required access must be explicitly
defined and granted by the appropriate manager via a digitally signed form.

e Third parties involved in processing of confidential or restricted data shall be subject to a regular
vendor security risk assessment with regular intervals.

e To ensure the return or destruction of confidential information disclosed to a third party,
responsibilities shall be in place to manage the process, including the return of all equipment and
removal of access rights. The access rights of all contractors and third party users to information and
information processing facilities shall be removed within 24 hours upon termination of their
contract/agreement. The access rights shall be removed including physical and logical access, keys,
identification cards and removal from any documentation that identifies them as a current partner.

34. SECURITY INCIDENT MANAGEMENT

To minimise the impact of any potential security incident and to promptly recover and learn from such incidents,
a formal incident response procedure shall be established . Such procedure provides guidance to both technical
and managerial staff to enable a quick and efficient recovery from security incidents and to carry out all
necessary steps to correctly handle a security incident.
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The Security Incident Management process includes the following phases;

e  Detection

e  Analysis

= Containment

=  Remediation

® Resolution

® |ncident Closure
@ Llessons Learned

Employees and contractors should be aware of procedures for reporting the different types of incidents (e.g.,
security breach, threat, weakness or malfunction) that might have an impact on the security.

Baseline Requirements

» Information security events and weaknesses shall be reported, immediately after they are seen or
experienced, to Intrum.
e  All security incidents shall be centrally tracked and reported.

35. AUDIT, MONITORING AND REVIEW

Intrum has the right to perform security related audits, testing and inspections, towards which the supplier shall
provide reasonable assistance and documentation in support of the intended outcome of the audit. In regard with
such audits, Intrum has the right to engage one or more third party(ies) of its choosing to assist in the execution of
security related audits, testing and inspections, or execute them on Intrum’s behalf.

Such security audits; tests and inspections shall for the avoidance of doubt be confined to areas, systems and
infrastructure which could conceivably impact the security of Intrum, the data or the supplier’s ability to fulfil its

obligations.

Security audifs, tests and inspections shall be limited to once per 12 months, unless:

a)  a security audit, test or inspection conducted during the preceding 12 months has identified severe findings
(e.g. severe weaknesses, vulnerabilities or deficiencies, of a technical or organisational nature), which shall
be reasonable grounds for a follow-up audit or audit of an expanded related scope

b) a severe security incident materially impacting Intrum, data or the supplier’s ability to fulfil its obligations,
has occurred or can reasonably be suspected, which shall be reasonable grounds for audit of the related
technological and organisational scope :

c) a breach of secunty regulations agreed between Intrum and the supplier has occurred or can reasonably be
suspected, which shall be reasonable grounds for andit of the related rechnological and organisational
scope, ot

d) a change has occurred which could reasonably be assumed to impact the security or stability of the
deliverables, or that of Intrum assets depending on said deliverables.

Unless negatively impacting the purpose or outcome of the security audit, test and/or inspection in question, Intrum
shall provide no less than two weeks advance notice of such secutity audits, tests and inspections. Advance notice of
no less than 24 hours shall nevertheless be provided in all instances. In addition to the said obligations, Intrum has
the right to conduct security testing prior to taking the deliverables into first use, and the supplier shall teasonably

accommodate for Intrum's activities in 1ts project planning.
project planning
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The supplier shall allow Intrum to perform regularly monitoring of compliance with applicable laws and verify
contractual control effectiveness. The supplier shall perform a compliance review or a self-assessment yearly
relating to information security requirements. If any non-compliance is found as a result of the review, the
supplier shall evaluate the need for corrective actions and document the result.

The supplier shall present audit/assurance reports to Intrum. The supplier will respond to the

recommendations of the report, develop a remediation plan and carry out the remediating actions required to
achieve a satisfactory resolution of the respective control deficiency.
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